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E‘;;a Edt & Create

LSA1 Paketinde | LSA2 Paketinde | LSA3 Paketinde | LSA4 Paketinde | LSAS Paketinde

Link ID Aym areadakikomsu |  DR'mRouter-ID'si |  Diger arealardaki ASBR 1 Router-ID'si OSPF disindaki |
router’ larm router-ID"s1 | . subnetler subnetlers
ADV Router \ym areadaki komsu DR'm Router-ID"si Areadaki ABR larm \SBR 1 dgrendiginuz ASBR'm Router-ID'si

router larnn router-ID’ s Router-IDlen AHK m Router-11) s1
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Type Code value Attribute Name Category
1 ORIGIN Wellknown mandatory
2 AS_PATH Well-known mandatory
3 NEXT_HOP Well-known mandatory
4 MULTI_EXIT_DISC (MED) Optional non-transitive
5 S LOCAL_PREF Well-known discreticnary
] Mm ‘Well-known “‘h’r
7 AGGREGATOR Optional transitive
8 w— COMMUNITY Optional transitive
8 CRIGINATOR_ID Optional non-transitive
10 Cluster List Optional non-transitive
1 DPA DIIII!HI‘!H Poimt Attribute
12 Advertiser BGP/IDRP Route Server
13 RCID_PATHICLUSTER_ID BGPIDRP Route Server
14 7 | Multiprotocol Reachable NLRI Optional non-transitive
15 — | Multiprotocol Unreachable NLRI Optional non transitive
18 Extended communities
258 Reserved for future development

BGP Altribute List

i

Optional
Transitive
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T AS 200
Loopback0 EBGP

IBGP
[RTD-bgplpeer 2.2.2.2 as-number 200 r
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EBGP Multi-hop and specify the update source

[RTE]bgp 300
[RTE-bgp]peer 4.4.4.4 az-number 200

AS 1“" [RTE-bgp]lpeer 4.4.4.4 connect-interface loopback 0 AS 3?_0 backD
[RTE-bgplpeer 4.4.4.4 ebgp-max-hop 2 ﬂﬁngﬁﬁ

RTA [RTE] ip route-static 4.4.4.4 32 20.0.0.1

[RTD] bgp 200
[RTD-bgplpeer 2.2.2.2 as-number 200

[RTD-bgplpeer 2.2.2.2 connect-interface loopback 0
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| Access Port VLAN Attribute

[Quidway-2-GigabitEthernet2/0/2]display this

| ) ;
10!' interface GigabitEthernet2/0/2
I %

f port link-type access Access Port, used to connect to
-.?a port default vlan 2 host
4 _
return

The default VLAN is 2,untagged |
frames will be forwarded after
tag is added



hyf'
[Quidway-GigabitEthernet2/0/3]d
vbn 3 10 ¢
EI' I interface GigabitEthernet2/
dnHj © lnAfin port link-type trun

sﬂflg{'_ e_/—'pnrt trunk pvid vl

port trunk allow-pass vlan 5 10

. undo negotiation auto

—— speed 100
#

return

0, 4ot forthen Salece ,

N : Ve V(m 'ﬂO If-__ ar VI
; kﬁ—( =£lir 4—;:? [(gﬂ;-( 3="ﬂtj.m’ &.:&LL; |

Define trunk port

After receiving untagged frame
‘ Add PVID 3 and forward it

‘ Permit multiple ‘

VLANS to pass s
P
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QinQ Encapsulation

DATA ﬁ go’z E 1 7

64-1500B 4B 4
9071 ad
B

6B 6B 2B 64-1500B 4B g o;-z '3
N at1V2/ untagged trame DA SA TYPE | DATA | Fcs ;
6B 6B 4B 2B 64-1500B
Tagged Frame DA SA TAG TYPE
Qin(Q) encapsulation
6B 6B 4B 4B 2B
DA YW Outer TAG Inner TAG BAZRS
- . il
C
0x8100 PRI |F
L 1 l L1 I | I (I I I |

TPID
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SWITCH
_— VLAN 136 solated >~
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/ " VLAN 45 Community VLAN 156 CammuE\\\\
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Private VLA NG
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Content of Configuration BPDU

I
L
Y
G
7
L
?

|

1

lo

[
1

8 Bytes Root Identifier

4 Bytes Root Path Cost *®
8 Bytes Bridge Identifier @
2 Bytes Port Identifier @
2 Bytes Message Age

2 Bytes Max Age

2 Bytes Hello Time

2 Bytes Forward Delay




ROl = ELAG

Ste

IEEE 802.1D

RSTY

7

6 |5 |4 |3 |2

O~ MNWasEdo-d

Topology Change (TC)
Unused
Unused
Unused
Unused

Unused

. IEEE 802.1w
5 4 3 2 1 0
Toplogy Change (TC)
Proposal
Port Role:
00 = Uknown

01 = Alternate Port
10 = Root Port

11 = Designated Port
Learning

Forwarding
Agreement

Topology Change Ack
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It

. Create a VLAN on the switch and add interfaces to the VLAN.

# Creare a VLAN.

<Quidway> system-view
[Quidway] sysname Switch
[Switch] vlan 10
[Switch-vlanl@] quit

2 Add GE1/0']1 1o VLAN 10. The configurations of GE1/0/2 and GE1/0/3 are simular to the configuranon of GE1/0/], and are not mennioned here.

[Switch] interface gigabitethernet 1/8/1
[Switch-GigabitEthernetl/@/1] port link-type access
[Switch-GigabitEthernetl/@/1] port default vlan 1@
[Switch-GigabitEthernetl/@/1] quit

. Configure port security

# Enable the stcky MAC funcuon and set the maximum number of MAC addresses. The configurations of GE1.0'2 and GE1/0/3 are sinmilar to the configuration of GE10/], and are
not mentioned here.

[Switch] interface gigabitethernet 1/8/1

[Switch-GigabitEthernetl/@/1] port-security enable e
[Switch-GigabitEthernetl/@/1] port-security mac-address sticky df
[Switch-GigabitEthernetl/8/1] port-security max-mac-num l) N

{



Configuration Files

Switch configuration file

#
sysname Switch
#
vlian batch 1@
#
interface GigabitEthernetl/e/1
port link-type access
port default vlan 1@
port-security enable
port-security mac-address sticky
#
interface GigabitEthernetl/e/2
port link-type access
port default vlan 1@
port-security enable
port-security mac-address sticky
#
interface GigabitEthernetl/e/3
port link-type access
port default vlan 1@
port-security enable
port-security mac-address sticky
#
return
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VPN~ Lastone

VPNs with Overlapping Address Spaces

e HQ of Company A and Company B attached to PEA have
overlapping address spaces

10.1.5.0/24

HQ of
Company A

D 6
11.11.11.4/30 |

o MPLS Domain / %

_______________________________ '

10.1.5.0/24

HQ of
Company B

10.1.6.0/24

Sl A



VPNs with Overlapping Address Spaces

¢ HQ of Company A and Company B attached to PEA have
overlapping address spaces

10.1.5.0/24

HQ of
Company A

10.1.5.0/24
) N

CEC
VPNB

_ i
-] .
HQ of » " , 7~ ;-
Company B .}lp.:‘ — q% K48 company B

“E?“
=y Company A
_ S [
Mh’l‘.l 1

10.1.6.0/24

VPNA

CED
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VREF: »‘Pﬁ Routing and Forwarding table

——————————————————————————

Qe | Vo)

routing

| PEA
" ' table
VRFiIeE

HQ of
Company A
(SiteA)

HQ of
Company
(SiteC)



HQ of
Company A

VPNA

10.1.5.0/24

HQ of
Company B

VPNB

CEC

T e — -

T4 foAR

PEA VRF for SiteA (HQ of Company A)

v f/—

vene

—

r

/ ™~
ﬁPEA]display ip routing-table vpn—i?%Eance vpna '1
Routing Tabkles: vpna |

Destinations : 7 Routes 7

Destination/Mask Proto Pre Cost NextHop Interface
10.1.1.0/30 Direct 0 0 i £ e N 8 ¢ SerialZ
10.1.1.1/32 Direct 0 0 127.0.0.1 InLoopBack(
10.1.1. 2732 ‘DIrect g 0 18,312 Serial?Z fL
10.1.2.0/30 BGP Las U 3.3.3.3 = ===== V@
10.1.2.2/32 BGP eas O 3.3.3.3 | ===== J (A
10.1.5.0 BGE 230 0 13,1.1.2 SeriallZ -

\ 10.1.6.0/24| BGP 255 0 3.3.3.3 .. = ===—- ‘\('J—'Lb"aﬁ&

g ~ =

H"""\-..___A

\




10.1.5.0/24

Company A

10.1.5.0/24

HQ of Syt
Company B S~

CEC

VPNB

" H /
PEA VRF for SiteC (HQ of Company B)

jiﬂhldisplay ip routing-table vpn
'Routing Tables: vpnb

Destinations : 7

Destination/Mask
10.1.3.0/30
1013 . Y132
10.1.3.2/32
10.1.4.0/30
10.1.4.2/32

| 10.1.5.0/24

% 10.1.8

Proto Pre

Direct 0
Direct 0
Direct 0
BGP 255
BGP 255
BGP 205

.0/24) BGP, 255

Cost

2 o 0 O O O O

\ &
B

-instance ?b ﬁf/{
7

Routes :

NextHop Interface
18,131 seriall

B InLoopBack(

i ¢ [y 9. - Seriall L
EN.%y 20 e vikh
3.3.3.3 e WRAL
i (% B8 S Seriall |
3.3.3.3__ _  ————- V. {a® Y,

‘Hn___,r"f

1




VPN Route Distribution via BGP

e PE routers use MP-BGP to distribute VPN routes to each other

9 6
11.11.11.4/30

( ' ‘j . P MPLS Dnmyn»,f;

cn:‘:af:ya r]",p'-:?. _______ T == 7 .
PﬁA- VPNB

T L

\ - LS 0] +VRE VNG |




/ (©.1.5 .0/ 76+ :

VPN Route Distribution via BGP _ ) ~
I’L.lv} ﬂﬂﬁﬁj%;ﬂﬁ“furﬁz“ff(équa

e PE routers use MP-BGP to distribute VPN routes to each other

101 Eﬂﬂ4 gé &5‘"/7,. 10.1.6.0/24

HQ of [ -H""'“-_____h w&-g; Branch of
Company A VPNv4 Address e _ =l Company A
""""" Y
.

VPNA o VPNA

S 0.1.5.0/2 %
7(@,,{f5it::/2g,

10.1.5.0/24 3 gl S ' 10.1.8.0/24
$ S aifl /7 -
i:ampanya \1"‘3 WS CQMHH}'E

VPNB




RI?U/L Iﬂ/(f

AT
RTfny LAV et W

yo WA TRV
OSPE TPvi j’/m&/{
Tt Tlet LN}&";\




| &bt 2Lt
L4 [l

£531'L : |o@
[F.1620.45 j0Q

Ao

RD : Route Distinguisher = = Comronity FEbrr bo e
e RD: Route Distinguisher
= 64bits prefix ¢ ,—vﬂo‘b/ J‘ ;C. A }-ﬂﬂM

e VPNv4 Address '3 Ll‘”
— Consist of a 64-bit RD followed by a 32-bit IPv4 address
= RD uniqgue makes VPNv4 address distinct

§46 bt 32LbiF

‘ VPNv4 Address | = | Route Distinguisher ‘ + ‘lpw Address

6 - : GEP ﬁ'wl’*(ar*"ﬂu'l-:[
j b + ALtiibotsa,
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i N HQ of

How PEs Learn Routes from CEs

10.1.5.0/24

i N N S S S S S S S

The possible PE/CE \ ¢ Company A

distribution techniques

|
|
|
are: |
x BGP &Y |
OSPF |
1S-I1S | @._ V‘
| ¥
RIPV2 S ¥ 4
Static 7 ((company B 2EBB
S P (SiteC) -

sl =

S ———————————

O N



Route Distribution by MP-BGP &VPN Route Label

Distribution

@ CEA

HQ of 2
Company ALV
(SiteA) "

{lOO:I:IO.l.s’.ol’zf;’

[VFNM ]

BGP,O5PF,

update for

10.1.5.0/24,

RIPv2

.

MPLS Dumain!_,r'

VPNv4 Update

(100: 1,:-!0'.1.5.1]!25(!151 00:1+IPv4)

NH=PEX

RT=100:1

L TERLO -
abel=s1536

10.1.6.0/24

CEB
- Branch o
L2e 4 Company A
SiteB
NH=CEA | __________________ (SiteB)

VPNA

rC@/"/'/p/ /éwa?_
e




VPN Data Forwarding
0&.‘1 P/a/le_ Ca/\{_ﬁ[ ﬂm‘?

10.1.5.0/24 10.1.6.0/24
CE

CEA =

HQ of Q;.E 15?52 10.1.5 3 (15362 (10.1.5.1 102415362 |10.1.81 P Branch of
~a v 2T

Company A : =y Company A

_ L0:2.2.2 3,3.3.3
VPNA %’ . 13-1 VPNA
e = ol
- 7 <2 W S\
L "R - V"4 V. a
I " 2 - 5 6 :
: bl (N30 1.11.11.4/30
|

MPLS Domain,

T — " ——— ——— —— ——



MPLS BGP VPN Basic Configuration

MP-IBGP

E{NUL{

10.1.5.0/24 . 10.1.6.0/24

~3% Brancho
Lae Company A

Company A
(SiteA)

 —— — e — — — — — — — — — — . — —— —

T4 gep

10.1.5.0/24

HQ of Y e e
Company B ;
SiteC)



Configuration Steps

/;/ Configure VPN-instance VRF o (s toira
1 Configure BGP between CE and PE st/ billy” @l
g Configure IGP in the MPLS backbone o/, £5-Z5

»\ Configure MPLS LDP to establish LSP 0
& Configure MP-IBGP between PEs £ <7 G

[VNV/X



)

Configure VPN-instance

[PEA]ip vpn-instance @FET m
[PEA-vpn-instance-vpna] route-distinguisher "100:1

[PEA-vpn-1nstance-vpna] vpn-target 100:1

[PEA]interface s2

[PEA-Serial2]ip binding vpn-instance vpna

! A1l IPv4 related configurations on this interface are removed
[PEA-Serial2]ip address 10.1.1.1 30




&

|
|

Configure BGP between CE and PE

[PEA]bgp 100
[PEA-bgplipv4-family vpn-instance vpna
[PEA-bgp-vpna]peer 10.1.1.2 as-number 65410

[PEA-bgp-vpna] import-route direct

[CEA]bgp 65410
[CEA-bgp]peer 10.1.1.1 as-number 100

[CEA-bgplnetwork 10.1.5.0 255.255.255.0

e

r

b

F[PER—S&rialB]display bgp vpnv4d vpn-instance vpna peer

BGP local router ID = 1.1.1.1
Local AS number : 100

Total number of peers : 1

——

Peer v

f B 6 S ke AR 4 5410 7056 1369

Peers in established state

AS MsgRcvd MsgSent OutQ Up/Down

0 0094h02m Established

1

State PrefRcwv

1

=

4

IIII



Configure MP-IBGP between PEs f) F o f?’E
/ [PEAlbgp 100 ! & ’,,me-d’”/
[PEA-bgplpeer 3.3.3.3 as-number 100 Vf’ﬂfub ne'ﬂ
[PEA-bgp]lpeer 3.3.3.3 connect-interface LoopBack0
[PEA-bgplipvi-family vpnvé

| [ PEA-bgp-af-vpnvéd |peer 5.3.3.3 enable

[ 3

5 PEB]bgp 100 )
PEB-bgpjpeer 1.1.1.1 as-number 100

PEB-bgplpeer 1.1.1.1 connect-interface LoopBack(
PEB-bgp] ipv4-family vpnv4

PEB-bgp-af-vpnv4 |peer 1.1.1.1 enable

MMM M ™

. S . S . S S S . . . S . . G S . . S S

Sy,

L0:3,3.3.3
PEB

S0

T S S S S S — — —



192.168.1.0/24 . u

OPET ISTANBUL OPET ANKARA

A5 1071 MPL5S OMURGA

R8 GE 0O/ GE 0O/

/
SHELL ISTANBUL SE—— RE

~Ethernet 0/0/1
“\\._ Ethernet 0/0/1

192.168.1.8/24 192.168.6.0/24
Ethernet 00H L. _* Ethernet 0K/

r






WY

|
= | | WS
..". b\,

5 Pf:"afﬁ;f'-‘-'-lo L
I RTB

E0/0§10.1.1.252/24

2 Virtual
Router

10.1.1.254

(Lac\eY —

Y
lroity= lob [
10.1.1.251/24 | EO/O

Ethernet
PCA gi PCB . > PCC g»: PCD g»:
10.1.1.1/24 10.1.1.2/24 10.1.1.3/24 10.1.1.4/24

10.1.1.254 10.1.1.254 10.1.1.254 10.1.1.254



<Quidway>system-view

L e Configure the physical IP

[RTA] address of the interface

[RTA]interface Ethernet 0/0

[RTA-Ethernet0/0]ip address 10.1.1.251 24

[RTA-Ethernet0/0]

[RTA-Ethernet0/0]vrrp vrid@ virtual-ip 10.1.1.254
[RTA-Ethernet0/0]quit

[RTA]

Create a Virtual Router: VRID is 1,
Virtual IP Address i1s 10.1.1.254




<Quidway>system-view

[Quidway] sysname RTB

The same VRID and
o Virtual IP Address as
[RTB]interface Ethernet 0/0 RTA

[RTB-Ethernet0/0]ip address 10.1.1.252 24
[RTB-Ethernet0/0]

[RTB-Ethernet0/0]vrrp vrid 1 virtual-ip 10.1.1.254
[RTB-Ethernet0/0]

[RTB-Ethernet0/0]vrrp vrid 1 priority 200
[RTB-Ethernet0/0]quit
[RTE]

Coh_ﬁguring the Priority of
Virtual Router 1 as 200







Marking Field

—— — — e, e =

- Type Of Service Total Length
dentification markings Fragment Offset

Version

Protocol Header Checksum

Source Address

Destination Address

Options

| 1 { T [ | [Rl—— [ 1T I I [ | [RIR]

LP Precedence TOS DSCP

-3 Lty




IP Precedence and TOS

IP Precedence

Dat+vlt <L000 Routine ©
001 Priority !

010 Immediate &
D‘q"db'ﬂﬂ Flash 7}

V{ $20 &r100 Flash Override &
Voiea &=101 Critical S

111 Network Control

110 Internetwork Control {

7

Max. reliability

Min. monetary cost

Max. throughput

Min. delay




DSCP: DiffServ Code Point CSso ©
DSCP (RFC2474) .
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e Default PHB

& C0- 'iLbTass Selector (IP Precedence) PHB

®Each DSCP value maps a BA.
®Each BA is assigned a PHB.

(¢) Assured Forwarding (AF) PHB ®Each PHB is implemented by
a group of QoS mechanisms.

@ Expedited Forwarding (EF) PHB




Default PHB 3
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e Default DSCP: 000000 C C-SO) B

e Default PHB

= FIFO, first in first out wdl

= Tail-
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eEnsures the compatibility with the nodes not supporting DSCP.

e The three high-order bit maps the IP precedence v
- -

CS Class DSCP Value |Precedence Value| Precedence Class

(50 Default 000000, 0 Routine

CS1 001000 1 Priority

CS2 010000 2 Immediate

CS3 011000 3 Flash

CS4 100000~ - Override Flash

CS5 101000 5 Critical

CS6 110000~ 6 Internetwork Control

CS7 111000 7 Network Control




AF P H B Assured Forwarding (AF) behavior group

Class 1 Class 2 Class 3 Class 4
Low drop probability | AF11 (DSCP 10) | AF21 (DSCP 18) | AF31 (DSCP 26) | AF41 (DSCP 34)
Med drop probability AF12 (DSCP 12) | AF22 (DSCP 20) | AF32 (DSCP 28) | AF42 (DSCP 36)
High drop probability AF13 (DSCP 14)  AF23 (DSCP 22) AF33 (DSCP 30)  AF43 (DSCP 38)

e Permits occupation of idle bandwiatn. ARIX Q‘ F2x @ £ @
[E [ e[ € 0o [o o]

S——r

e (Guarantees certain bandwidth.

Class Drop probability
Class1 Class2 Class3 Class4
Low d
bl 001010 010010 011010 100010
PrECEdenﬁE
Medium dro
P 001100 010100 011100 100100
precedence
High d
'gh drop 001110 010110 011110 100110
PrEﬂEdenﬂE
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Policing

q Rate

Traffic

Time Time

Shaping

Traffic Rate
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Configure Traffic Policing

Enterprise
Network
RTA - —

_—"-'-'_'_F-'_'_'—

- J—

gos carl 1 precedence 4 5
acl number 2001

rule 0 permit source 1.1.1.0 0.0.0.255
acl number 2002

rule 0 permit source 1.1.2.0 0.0.0.255
interface Seriall

gos car inbound acl 2001 cir 8000 cbs 15000000 ebs 0 green pass red drop

gos car inbound acl 2002 cir 8000 cbs 15000000 ebs 100000 green remark-prec-pass 0 red drop

gos car inbound carl 1 cir 8000 cbks 15000000 ebs 0 green remark-prec-pass 3 redremark-prec-pass 0




Umarim faydali bir calisma olmustur.
Soru ve yorumlariniz 1ic¢in,
aliaydemir80@gmall.com






