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The traditional Ethernet switch adopts source address learning 
mode when it forwards data. It can automatically learn the MAC 
address of the host connecting to each port, form forwarding 
tables, and then forward Ethernet frames according to the table. 
The whole forwarding process is completed automatically, all the 
ports can communicate with each other, and maintenance 
personnel can not control the forwarding between any two ports. 
For example, they can not implement that host B can not access 
host A. Following disadvantages are exist in this kind of network: 
• Network Security is bad. All the ports can communicate with 
each other, which increases the possibility that users attack the 
network. 
• Network efficiency is low. Users may receive abundant 
unnecessary packets, which is a waste of bandwidth resource 
and host CPU resource. For example, unnecessary broadcast 
packets. 
• Service expansion capability is bad. The network can not 
implement differential service, for example, it can not forward 
Ethernet frame used for network management with higher priority. 
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VLAN technology divides users into multiple logical networks 
(groups). The communication is allowed within a group, but it is 
prohibited among groups. Layer-2 unicast packet, layer-2 
multicast packet and layer-2 broadcast packet can only be 
forwarded within a group. It is easy to add and delete group 
members by VLAN technology. VLAN technology provides a 
management method to control the intercommunication among 
terminals. In the figure above, PCs in group 1 and group 2 
cannot communicate with each other. 
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In order to control the forwarding, the switch will add VLAN tag to 
Ethernet frame before forwarding it, and then decide how to deal 
with the tag and frame, including discarding of the frame, 
forwarding frames, adding tag and moving tags. 
Before forwarding the frame, the switch will check VLAN tag of 
packet, whether the tag is allowed to pass the port, so as to 
decide whether the frame can be forwarded from the port. In the 
figure above, if the switch adds tag 5 to all the frames sent from 
A, and then look up the layer-2 forwarding table, and according 
to destination MAC address forward them to the port connected 
to B. But this port is configured to only allowed VLAN 1 to pass, 
so the frames sent by A will be discarded. 
Hence, switch supporting VLAN will forward Ethernet frames not 
only according to destination MAC address but also VLAN 
configuration of ports, so as to implement layer-2 forwarding 
control. 
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4-byte VLAN tag is added to Ethernet frame header directly. 
Document IEEE802.1Q describes VLAN tagging. 
TPID Tag Protocol Identifier 2 bytes fixed value 0x8100
new type defined by IEEE, it indicates that it is a frame with 
802.1Q tag. 
TCI Tag Control Information 2 bytes. 
• Priority 3 bits, the priority of Ethernet frame. It has 8 priorities, 
0 7, used to provide differential forwarding service. 
• CFI Canonical Format Indicator 1 bit. Used to indicate bit 
order of address information in token ring or source route FDDI 
media access, namely, whether the low bit is transmitted before 
high bit. 
• VLAN Identifier VLAN ID 12 bits, from 0 to 4095. Combined 
with VLAN configuration of port, it can control the forwarding of 
Ethernet frame. 
Ethernet frame has two formats: the frame without tag is called 
untagged frame; the frame with tag is called tagged frame. 
This section will only discuss the VLAN ID of VLAN tag. 
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All the Ethernet frames exist in switch in the form of tagged 
frames, maybe a certain port receives untagged frame from peer 
device, but the frame from the port of the local switch must be 
tagged frame. If the frame received is tagged, it will be forwarded; 
if it is untagged, tag will be added to it. The following methods 
can confirm the VLAN ID in a tag: 
• Based-on port: Network manager configures a PVID for every 
port of switch, Port VLAN ID it is also called port default VLAN. 
If an untagged frame is received, the VLAN ID will be PVID.  
• Based-on MAC: Network manger configures the mapping 
relation between MAC address and VLAN ID, if an untagged 
frame is received, VLAN ID will be added according to the 
mapping relation table. 
• Based-on protocol: Network manger configures the mapping 
relation between protocol filed of the Ethernet frame and VLAN 
ID, if an untagged frame is received, VLAN ID will be added 
according to the mapping relation table. 
• Based-on subnet: add VLAN ID according to IP address 
information in packet. 
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If the device can support multiple methods at one time, in 
general, the priority order from high to low is : based-on subnet—
based-on protocol—based-on MAC address—based-on port. 
Presently, based-on port is the most common method. 
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The VLAN distinguishes division based on port. This is the most 
concise, and the most widely used partition method, and can put 
more ports into a VLAN. 
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MAC based VLAN: switches according to the source MAC of the 
message to determine which VLAN the message should be in to 
forwarding. In fact is up to the MAC terminal equipment to 
differentiate VLANs. 
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Based on IP network segment division VLAN, according to the 
source IP and mask of packet to determine to which VLAN a 
frame belongs. For example, can configure 1.1.1.0/24 into VLAN 
10, 1.1.2.0/24 into VLAN 20, 1.1.3.0/24 into VLAN 30. and then 
configure some port belong to these VLANs. On this port, to the 
received message without VLAN tag: the packet’s source IP 
among 1.1.1.0/24 will be put VLAN10 tag, among 1.1.2.0/24 will 
be put VLAN20 tag, among 1.1.3.0/24 will be put VLAN30 tag.  
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Protocol-based VLAN functions according to the type of port the 
received packet belongs protocol (family) and package format to 
which the packet is assigned a different VLAN ID. Such as IP, 
IPX, and AppleTalk protocol suite; Ethernet II, 802.3, / 802.2 
LLC, 802.3/802.2 of SNAP and other package formats. Untagged 
packets received on port are determined its protocol type by the 
equipment, marked with the corresponding VLAN tag and 
forwards in this VLAN. 
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Policy-based VLAN: Dividing the VLAN for untagged packets that 
match with policy IP+MAC or IP+MAC+PORT. 
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The switch port has been divided into 3 types: the Access port, 
trunk port, and hybrid port types, after the introduction of VLAN 
function . 
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Access port, is used to connect host, it has features as 
followings: 
• Only permit unique VLAN ID to pass the port, the VLAN ID is 
the same with PVID of the port. 
• If the frame received from peer device is untagged, the switch 
will add PVID to the frame by force. 
• The frame sent by Access port is always untagged frame. 
• The default port type of many types of switches are access, 
PVID is 1 by default, VLAN 1 is created by system and can not 
be deleted. 
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The following commands can be used to set PVID of access port: 
add access ports into the VLAN after creating the VLAN: 
[Switch]vlan 3 
[Switch-vlan3]port ethernet 0/1 
[Switch]vlan 5 
[Switch-vlan5]port ethernet 0/2 
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Trunk port: used to connect switches, transmit tagged frames 
among switches. It can be set to permit multiple VLAN IDs, these 
IDs can be the same with PVID, and also can be different. Trunk 
port is going to send Tagged frame to other devices, rules as 
followings: 
If the VLAN ID of the tagged frame does not exist in VLAN 
permitted list, it will be discarded; if it exists, then: 
• If the VLAN ID of the tagged frame is the same with PVID, the 
frame will be sent to another device after removing the tag. 
Because the PVID of each port is unique, only in this case, the 
frame is untagged sent by trunk port; 
• If the VLAN ID of the tagged frame is different from PVID, the 
frame will be forwarded to peer device without modification. 
VLAN passing In general, the query content of VLAN passing 
and VLAN permitted is the same. But if a VLAN which is 
registered by GVRP, if did not register on port, the VLAN ID will 
not exist in VLAN passing list, and the corresponding VLAN 
frame can not be forwarded from the port. 
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As shown in the figure above, the following commands can be 
used to configure Trunk port attribute: 
\\create VLAN 
[Switch]vlan 3 
\\configure port type 
[Switch-Ethernet0/3]port link-type trunk 
\\configure PVID of Trunk-Link port 
[Switch-Ethernet0/3]port trunk pvid vlan 3 
\\configure permitted VLAN of Trunk-Link 
[Switch-Ethernet0/3]port trunk permit vlan 5 
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Access ports send packets to other devices in the form of 
untagged frame, and a trunk port can send out untagged frame 
only in one special situation. In other cases, it sends tagged 
frame. In some applications, it is hoped to neatly control VLAN 
tag. For example, the up-stream device of switch can not support 
VLAN, but the user ports can be isolated from each other. Hybrid 
port can flexibly control the VLAN tag. In this example, if the 
VLAN ID of frame is 3, then forward it according to the 
forwarding mode of trunk port. If it is 4, move away tag 4 and 
then forward it. 
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If the tagged VLAN of Hybrid port is none, untagged VLAN has 
only one value, then the port has the same function with access 
port. if the port does not configure untagged VLAN, then it has 
the same function with trunk. If set all the switch ports to different 
VLAN attribute, for example 2, 3……24, and up-stream interface 
Untagged VLAN ID list is 2,3……24, so that it can implement 
users isolation from each other and enhance security. At the 
same time, upstream frame is untagged frame, it satisfies the 
requirement of communication with up-stream devices. 
The configuration above can implement isolation between port 
1/0/1 and port 1/0/24, but they can communicate with up-stream 
devices, and the up-stream frame is untagged frame. 
\\ tagged VLAN configuration example 
[Quidway-Ethernet2/0/0 ] port hybrid vlan 3 tagged 
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For example, in a enterprise network, the client port can 
communicate with the server port, client port can not 
communicate with each other. 
MUX VLAN can be divided into principal VLAN and subordinate 
VLAN ,and subordinate VLAN can also be divided into separate 
VLAN and group VLAN. 
Principal VLAN and subordinate VLAN  can communicate with 
each other, group VLAN can communicate with each other 
through ports, separate VLAN can not communicate with each 
other through ports, different VLANs can not communicate with 
each other. 
Employees of the Department A can not communicate with each 
other, and employees of the Department B can communicate 
with each other , but Department A and Department B can not 
communicate with each other. All employees can access the 
company's server. For this application, you can use the MUX 
VLAN to achieve. Employees of the department A add to the 
isolated slave VLAN, and staffs of Department B add to the 
interoperable slave VLAN ,the server add to the master VLAN. 
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The ARP Proxy basic process is as follows: 
Source host send an ARP request to the destination host in 
another physical network subnet; Enable ARP PROXY function 
on the gateway connected with the source host, if there is the 
normal route to reach the destination host, instead of the MAC 
address  of the destination host to�respond with their own
interface. 
Source host to destination host to send IP packets are sent to 
the router. Packets are forwarding through normal IP routing. IP 
packets that sent to the destination host through the network, 
and ultimately arrive at the destination host. 
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Route-ARP proxy is to solve the interoperability for those 
computers or switches that are not in the same segment but on 
the same physical network. In practical applications, if the host 
connected to the switch doesn’t configure the default gateway 
address, the data will not be forwarded. Routing ARP Proxy can 
solve this problem, the host sends an ARP request (request 
destination host's MAC address). After the switch that enables 
the ARP proxy function receives such a request, it will use its 
own MAC address in response to the ARP request, in order to 
deceive the host to forward data. The switch that enables the 
ARP proxy function can also hide the details of the physical 
network, so between the different physical networks, but the 
same network number for Ethernet A and B, the Ethernet internal 
host normally communicate with each other. 
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If two users belong to the same VLAN, but user isolation has 
been configured in VLAN. Interoperability between users need to 
associate the VLAN interface to enable VLAN proxy ARP. 
If interface of the switch that enables the Proxy ARP in VLAN , 
the destination address received is not its own ARP request 
packet, the switch does not immediately discard the packet, but 
find the interface the ARP table. If you meet the proxy, the 
square is the switch MAC address send an ARP request. 
VLAN within the Proxy ARP is primarily used to configure user 
isolation VLAN interoperability between users. 
HOST A and HOST B is the two users in the DSLAM. Connect 
HOST A and HOST B, the two interfaces belong to the same 
VLAN 10 as the DSLAM. As in the DSLAM to configure the 
VLAN interface separated from each other, so HOST A and 
HOST B on the second floor can not be directly interoperable. 
If created in S5700 the interface VLANIF10. Enable Proxy ARP, 
VLAN, HOST A and HOST B can communicate at Layer in 
VLANIF10. IP address of VLANIF10 and the host IP address of 
VLAN10 must be in the same network segment. 
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If two users belong to different VLANs, the three-layer 
interoperability between users need to enable inter-VLAN proxy 
ARP on the associated VLAN interface . 
If interface of the switch that enables the Proxy ARP in VLAN , 
the destination address received is not its own ARP request 
packet, the switch does not immediately discard the packet, but 
find the interface the ARP table. If you meet the proxy, the 
square is the switch MAC address send an ARP request. 
VLAN between Proxy ARP is mainly used for:
Different VLAN users can communicate in layer 3. 
Inter-VLAN proxy ARP enabled on the interface of the Super 
VLAN corresponding VLANIF can achieve the interoperability of 
the Sub VLANs between users. 
As shown in figures: 
HOST A and HOST B is the two users in the DSLAM. Two 
interfaces to connect the HOST A and HOST B belong to 
different VLANs on the DSLAM HOST A and HOST B can not be 
directly interoperable in layer 2. 
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SWA on to create the Super VLANs 30 VLAN10 and the VLAN20 
join VLAN30, and create the interface VLANIF 30, on in VLANIF 
30 between the VLAN Proxy the ARP HOST A and HOST B can 
be exchange in layer 3. IP address of VLAN IF 30 and the host 
IP address of VLAN10 and VLAN20 are in the same network 
segment. 
 

��;�����(� � � .	�
$�� /� ��!(�

�����
���� �<!&���-���(���*���� � �

�



VLAN is widely applied to switching networks because of its 
flexible control of broadcast domains and convenient 
deployment. On a layer 3 switch, the interconnection between 
the broadcast domains is implemented by using one VLAN to 
correspond to one Layer-3 logic interface. However, this wastes 
IP addresses. 
The VLAN aggregation technology, also known as the super-
VLAN, provides a mechanism that partitions the broadcast 
domain by using multiple VLANs in a physical network so that 
different VLANs can belong to the same subnet. In VLAN 
aggregation, two concepts are involved, namely, super-VLAN 
and sub-VLAN. 
Super-VLAN: It is different from the common VLAN. In the super-
VLAN, only Layer 3 interfaces are created and physical ports are 
not contained. The super-VLAN can be viewed as a logical 
Layer-3 interface. The super-VLAN is a collection of many sub-
VLANs.  
As shown, the super-VLAN 10 consists of the sub-VLAN2 sub-
VLAN3. sub-VLAN 2, sub-VLAN3 and the super-VLAN 10 
belongs to the same subnet 10.1.1.0/24. 
gateway address in the sub-VLANs 2 and sub-VLANs 3 is a host 
interface address of the Vlanif 10 in super-VLAN 10. Host in 
different the sub-VLANs can not be exchanged. Interoperability 
of the Super-VLAN should enable the ARP Proxy on VLAN 
interface . 
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VLAN mapping occurs when frames are received by the inbound 
port and when frames are forwarded by the outbound port. If 
VLAN mapping is configured on a port, when the port sends 
frames from the local VLAN to the remote VLAN, the port 
replaces the local VLAN ID in the frames with the remote VLAN 
ID. When the port receives frames from the remote VLAN to the 
local VLAN, the port replaces the remote VLAN ID in the frames 
with the local VLAN ID. In this manner, inter-VLAN 
communication can be implemented. 
As shown in figure, VLAN mapping between VLAN 100 and 
VLAN 10 is configured on GE 1/0/1. When GE 1/0/1 sends 
frames from VLAN 100, it replaces VLAN tag with VLAN 10. 
When GE 1/0/1 sends frames from VLAN 10,it replaces VLAN 
tag with VLAN 100. In this manner, VLAN 100 and VLAN 10 can 
communicate with each other. 
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Figure above is to achieve that between the different port access 
PCs cannot communicate with each other (PC belongs to the 
same VLAN), all of the PC through the uplink switches to access 
the network, you can configure the port GE3/0/1 
,GE3/0/2,GE3/0/3  for port isolation,  and GE5/0/0 and port 
GE3/0/1, GE3/0/2, GE3/0/3, don’t isolate, to achieve this security 
control requirements. 
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As shown, the need to configure office A and office B isolated 
from each other. Office A may have multiple VLAN users, office 
area B may also have multiple VLAN users. You can configure 
the port isolation to achieve A, B isolation. Mux VLAN can be 
configured between users within the VLAN, isolated from each 
other, or interoperability. Port Isolation is isolation on the physical 
level, and based on port. After configuring the port isolation 
between two ports, they can not communicate. 
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Q:What types of VLANs can Mux VLAN be divided into? 
A:M
: VLAN can be divided into principal VLAN and 
subordinate VLAN ,and subordinate VLAN can also be divided 
into separate VLAN and group VLAN. 
Q:What is ARP Proxy ? 
A:The source host in a physical network subnet (Subnet) sends 
an ARP request to the destination host in another physical 
network subnet, and the gateway which directly connected to the 
source host send back a ARP reply with MAC address of its own 
interface instead of the destination host, and the process is 
called proxy ARP. 
Q:What is the function of VLAN mapping? 
A:VLAN Mapping can be achieved in the mutual conversion 
between the users ’ VLAN IDs (private VLAN) and the operators’ 
VLAN ID (business VLANs can also be said to be a function of 
the mutual conversion between the public VLANs). 
Q:What is the function of port-isolate? 
A:Port isolation is an access control security control mechanism 
between the switch port for control mutual access rights of two 
physical ports. 
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QinQ is a tunnel protocol based on 802.1 Q encapsulation, the 
main idea is to encapsulate public VLAN tag outside of the 
private VLAN tag, the packet will go across the public network 
with two layers of tags, so that it can provide the users with a 
kind of more simple layer-2 VPN tunnel. QinQ protocol is simple 
and easy to  manage, it does not need signal and can be 
implemented by static configuration, it is adapt to small-scale 
enterprise network or MAN. 
QinQ has the following advantages: 
Solves the increasingly deficient public network VLAN ID 
resources. 
Users can plan private network VLAN IDs, avoid collision with 
public VLAN ID. 
Provides a simple layer-2 VPN solution scheme. 
Gives the user network a higher independence, the user network 
does not need to change the primary configuration when the 
service provider upgrades the network. 
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As shown above, assume that LANA and LANB of the enterprise 
are located in two sites, they access to ISP Network though SWA 
and SWB separately. For traditional 802.1Q networks, if users 
need to connect VLAN200-300 of LANA and VLAN200-300 of 
LAN B together, then all the connection ports of SWA, SWB, 
SWC, SWD and SWE should be configured to trunk port, and 
permit VLAN200-300 to pass. This method makes user VLAN 
transparent in backbone network, which will waste VLAN ID 
(4094 VLAN ID resource) and users have no priority to plan 
VLANs, because the VLAN ID is managed by ISP. 
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To solve the problem above, QinQ protocol provides the user 
with unique public VLAN ID, it will encapsulate private VLAN tag 
inside of public VLAN ID, private VLAN ID is shielded in the 
public network and the packet is transmitted in the public network 
according to public VLAN ID, so as to save VLAN ID resources. 
As shown above, the port of SWA is configured as trunk port 
which permits VLANs200-300 to pass. The port of SWB that is 
connected to SWA is configured as an access port for VLAN 3, it 
does not need to be a trunk port and permits VLAN 200-300 to 
pass. Enable QinQ function on the port. ISP Network only needs 
to assign VLAN ID 3 to users, no matter how many VLANs are 
divided in the enterprise. When the VLAN packets enter ISP 
Network, they will be forced to insert a public VLAN ID and they 
will go cross the backbone network with the public VLAN ID. 
When the packets get to SWD, the public VLAN ID will be peeled 
off and become user packets again, then it will be transmitted to 
SWE of LANB. So, the packet in backbone network has two 
layers of 802.1Q tags: public tag and private tag. 
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As shown above, ordinary Ethernet frame has no VLAN Tag; in 
802.1Q frame, 4B VLAN TAG is inserted between source 
address and Type filed; For QinQ encapsulation, it inserts a 4B 
VLAN Tag before 802.1Q VLAN Tag, the two 4B VLAN Tags 
include the same field. TPID Tag Protocol Identifier, 2 byte, 
fixed value, 0x8100, it is a new type defined by IEEE, it indicates 
that it is a frame with 802.1Q tag. The default TPID value of out 
tag in HUAWEI switch is 0x8100, some other manufactures set 
the value as 0x9100 or 0x9200. but the TPID value of port based 
QinQ packet in HUAWEI switch can be changed. 
TCI Tag Control Information, 2byte. 
•Priority 3bit, indicate priority of Ethernet frame. 8 kinds of 
priority, 0 7,used to provide differential forwarding service. 
•CFI Canonical Format Indicator, 1bit. Used to indicate bit order 
of address information in token ring or source route FDDI media 
access, namely, low bit is transmitted before high bit 
•VLAN Identified VLAN ID,12bit, from 0 to 4095. 
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As shown above, the packet forwarding flow is as followings: 
Host A sends standard Ethernet frame to SWA, SWA will add 
VLAN Tag 200 300 to it, and forward it from Trunk port. SWB 
receives frame with private VLAN Tag 200 300, because the 
input port is QinQ access port, SWB does not take care of the 
private VLAN tag, it will insert public VLAN Tag 3 to the frame. In 
ISP Network, the packet will be transmitted though Trunk VLAN 3 
port, private Tag will not change until it gets to ISP network edge 
device: SWD. The SWD port connecting SWE is QinQ access 
port of VLAN 3, SWD will peel off public VLAN Tag 3 and forward 
the packet with private VLAN Tag from the port to SWE. 
When SWE receives the frame with VLAN Tag 200-300 and 
forwards it to correlative out interface, the out interface will peal 
off VLAN Tag 200-300 and forward the standard Ethernet frame 
to host B. From the forwarding flow, we can see that QinQ is very 
simple, it does not need signal to establish tunnel and it can be 
implemented by static configuration. 
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Take this network for example to introduce QinQ basic 
configuration. 
As shown above, SWA in LAN A and SWB in LAN B both have 
the private network users of VLAN200 to 300, Ethernet1/0/1 of 
SWB is connected to SWA, 
Ethernet1/0/2 of SWD is connected to SWE. Ethernet1/0/1 and 
Ethernet1/0/2 are QinQ access ports, and belong to VLAN3. 
SWA and SWE are switch at user side, upstream Trunk port 
Ethernet0/1 will send the frame with VLAN ID 200-300 to SWB, 
the configuration of SWA upstream Trunk port is as followings: 
[SWA]interface ethernet 0/1 
//enter ethernet 0/1 interface view 
[SWA-Ethernet0/1]port link-type trunk 
//configure link type as trunk link 
[SWA-Ethernet0/1]port trunk permit vlan 200 to 300 
//permit frame with VLAN ID 200 to 300 to pass 
The configuration of SWE upstream Trunk port is similar to SWA 
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Ethernet1/0/1 of SWB is configured as QinQ access port and 
belongs to VLAN3  Ethernet1/0/2 is configured as Trunk port, 
the configuration is as followings: 
[SWB]vlan 3 
[SWB-vlan3]quit 
//create VLAN 3 on SWB 
[SWB]interface ethernet 1/0/1 
[SWB-Ethernet1/0/1]port access vlan 3 
//configure Ethernet1/0/1 as Access port and belonging to VLAN3 
[SWB-Ethernet1/0/1]stp disable 
[SWB-Ethernet1/0/1]undo ntdp enable 
//prohibit STP and NTDP protocol. On QinQ access port, GVRP
GMRP IRF STP or 802.1x protocol must be disabled, or QinQ 
can not be enabled. 
[SWB-Ethernet1/0/1]vlan-vpn enable 
//enable VLAN-VPN feature of port 
[SWB-Ethernet1/0/1]quit 
[SWB]interface Ethernet 1/0/2 
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[SWB-Ethernet1/0/2]port link-type trunk 
[SWB-Ethernet1/0/2]port trunk permit vlan 3 
//configure Ethernet1/0/2 as Trunk port and permit VLAN 3 to 
pass 
The configuration of SWD is similar to SWB0 
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SWB can apperceive public VLAN ID, but can not apperceive 
user private VLAN ID 200-300. On SWB, configure Trunk port 
and permit frame with VLAN ID 3 to pass transparently. The 
configuration is as followings: 
[SWB]vlan 3 
[SWB-vlan3]quit 
[SWC]inter eth 1/0/1 
[SWC-Ethernet1/0/1]port link-type trunk 
[SWC-Ethernet1/0/1]port trunk permit vlan 3 
[SWC-Ethernet1/0/1]quit 
[SWC]interface ethernet 1/0/2 
[SWC-Ethernet1/0/2]port link-type trunk 
[SWC-Ethernet1/0/2]port trunk permit vlan 3 
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Assume that SWC is made by other company, the TPID value is 
0x9100, but  for HUAWEI switch, the TPID value in outer Tag of 
QinQ packet is 0x8100. In this case, we can configure 
Ethernet1/0/2 of SWB and Ethernet1/0/1 of SWD as VLAN-VPN 
uplink port, the TPID of VLAN-VPN uplink port can be configured 
by manager. When the VLAN-VPN Uplink port receives packet, it 
will replace the TPID value in outer VLAN Tag with a configured 
value and then forward it, so that SWC can identify the QinQ 
packet. The configuration is as followings: 
[SWB]vlan-vpn tpid 9100 
//configure TPID of VLAN-VPN uplink port on SWB as 0x9100 
[SWB]interface ethernet 1/0/2 
[SWB-Ethernet1/0/2]port link-type trunk 
[SWB-Ethernet1/0/2]port trunk permit vlan 3 
[SWB-Ethernet1/0/2]vlan-vpn uplink enable 
//configure SWBEthernet1/0/2 as VLAN-VPN uplink port 
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Q what is the function of QinQ? 
A QinQ can provides users with a simple layer-2 VPN tunnel, it 
encapsulates 
public VLAN Tag outside of the private VLAN Tag. 
Q When forwarding the QinQ packet in the public network, will 
the inner tag be checked?   
A QinQ packet is transmitted in public network according to the 
public Tag, the 
network will not check the private Tag. 
Q what is the default TPID value of QinQ frame outer tag? Can 
it be modified? 
A  the default value of TPID 0x8100, command “qinq protocol” 
can be used to 
change it. 
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This course dwells upon the 802.1x authentication mode. 
Other authentication modes are comparatively easy and 
corresponding manuals are available for your reference.  
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