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RHCSA Timetable
Day AM Lunch PM

1
-Installing RHEL Server 

-Using Essential Tools 
--

-Essential File Management 

-ToolsWorking with Text Files

-Connecting to a RHEL Server

2
-User and Group Management

-Permissions Management
--

-Configuring Networking

-Process Management

-Working with Virtual Machines

3
-Installing Software Packages

-Scheduling Tasks
--

-Configuring Logging

-Managing Partitions

-Managing LVM Logical Volumes

4

-Basic Kernel Management

-Configuring a Basic Apache 

Server

--

-Managing and Understanding 

the Boot Procedure

-Essential Boot Procedure 

Troubleshooting

5
-Managing SELinux

-Configuring a Firewall
--

-Configuring Remote Mounts 

and FTP

-Configuring Time Services
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User and Group Management
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Chapter 6 Objectives

 The following topics are covered in this chapter:

• Creating and Managing User Accounts

• Creating and Managing Group Accounts

• Logging in Through an External Authentication Server

 The following RHCSA exam objectives are covered in this 

chapter:

• Create, delete, and modify local user accounts

• Change passwords and adjust password aging for local user accounts

• Create, delete, and modify local groups and group memberships

• Configure a system to use an existing authentication service for user 

and group information
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Different User Types

 In this chapter, you learn how to create and manage user 

accounts. Before diving into the details of user 

management, you learn how users are used in a Linux

environment.
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Users on Linux

 On Linux, there are two ways to look at system security. 

There are privileged users, and there are unprivileged

users. The default privileged user is root. This user account 

has full access to everything on a Linux server and is 

allowed to work in system space without restrictions. The 

root user account is meant to perform system administration 

tasks and should be used for that only. For all other tasks, 

an unprivileged user account should be used.
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Users on Linux

 To get information about a user account, you can use the id 

command. When using this command from the command 

line, you can see details about the current user. You can 

also use it on other user accounts to get details about those 

accounts.
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Working as Root

 On all Linux systems, by default there is the user root, also 

known as the superuser. This account is used for managing 

Linux. Root, for instance, can create other user accounts on 

the system. For some tasks, root privileges are required. 

Some examples are installing software, managing users, 

and creating partitions on disk devices. Generically 

speaking, all tasks that involve direct access to devices 

need root permissions.
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Working as Root

 When you log in as root in a graphical environment, all 

tasks that are executed are running as root as well, and that 

involves an unnecessary security risk. Therefore, you 

should instead use one of the following alternative methods. 

Table 6.1 provides an overview of these methods.
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Using su

 The su command allows users to open a terminal window, 

and from that terminal start a sub shell in which the user 

has another identity. To perform administrative tasks, for 

instance, you can log in with a normal user account and 

type su to open a root shell. This brings the benefit that only 

in the root shell root privileges are used. 

 If just the command su is typed, the username root is 

implied. But su can be used to run tasks as another user as 

well. Type su linda to open a subshell as the user linda, for 

example. 



12RHCSA DAY - 02

RHCSA

Using sudo

 Instead of using the root user account, unprivileged users 

can be configured for using administrator permissions on 

specific tasks by using sudo. When sudo is configured, 

ordinary users have sudo privileges and to use these 

privileges, they will start the command using sudo. 

 So, instead of using commands like useradd as the root 

user, you use an ordinary user account and type sudo

useradd. This is definitely more secure because you will 

only be able to act as if you have administrator permissions 

while running this specific command.
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Using sudo

 When creating Linux users during the installation process, 

you can select to grant administrator permissions to that 

specific user. If you select to do so, the user will be able to 

use all administrator commands using sudo. It is also 

possible to set up sudo privileges after installation. To do 

that in a very easy way, you have to accomplish a simple 

two-step procedure:

• Make the administrative user account member of the group wheel by 

using usermod -aG wheel user.

• Type visudo and make sure the line %wheel ALL=(ALL) ALL is 

included.
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PolicyKit

 Most administration programs with a graphical user 

interface use PolicyKit to authenticate as the root user. If a 

normal user who is not a member of the group wheel 

accesses such an application, he will be prompted for 

authentication. If a user who is a member of the group 

wheel opens a PolicyKit application, he will have to enter 

his own password. For the RHCSA exam, you do not have 

to know PolicyKit. If you are interested, you can take a look 

at the man pages of the pkexec and polkit commands for 

more details.
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Exercise 6.1 Switching User Accounts
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Managing User Accounts

 Now that you know how to perform tasks as administrative 

or nonadministrative user, it is time to learn how to manage 

user accounts on Linux. In this section, you learn what is 

involved.
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System and Normal Accounts

 On a typical Linux environment, two kinds of user accounts 

exist. There are user accounts for the people who need to 

work on a server and who need limited access to the 

resources on that server. These user accounts typically 

have a password that is used for authenticating the user to 

the system. There are also system accounts that are used 

by the services the server is offering. Both user accounts 

share common properties, which are kept in the files 

/etc/passwd and /etc/shadow. Listing 6.2 shows the 

contents of the /etc/passwd file.
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System and Normal Accounts
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fields are used in /etc/passwd



20RHCSA DAY - 02

RHCSA

fields are used in /etc/passwd
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fields are used in /etc/passwd
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fields are used in /etc/shadow
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fields are used in /etc/shadow
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fields are used in /etc/shadow
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fields are used in /etc/shadow

Most of the password properties can be managed with the 

passwd or chage command, 

which are discussed later in this chapter.
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Creating Users

 There are many solutions for creating users on a Linux 

server. To start, you can edit the contents of the 

/etc/passwd and /etc/shadow files directly (with the risk of 

making an error that could make logging in impossible to 

anyone; so better just do not). There is also useradd. 

useradd is the utility that you should use for creating users. 

 To remove users, you can use the userdel command. Use 

userdel -r to remove a user, including the complete user 

environment.
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Modifying the Configuration Files

 To add user accounts, it suffices that one line is added to 

/etc/passwd and another line is added to /etc/shadow, in 

which the user account and all of its properties are defined. 

It is not recommended, though. By making an error, you 

might mess up the consistency of the file and make logging 

in completely impossible to anyone. 

 Also, you might encounter locking problems if one 

administrator is trying to modify the file contents directly 

while another administrator wants to write a modification 

with some tool.



28RHCSA DAY - 02

RHCSA

Modifying the Configuration Files

 If you insist on modifying the configuration files directly, you 

should use vipw. This command opens an editor interface 

on your configuration files, and more important, it sets the 

appropriate locks on the configuration files to prevent 

corruption. It does not check syntax, however, so make sure 

that you know what you are doing because even by making 

a typo you might still severely mess up your server. If you 

want to use this tool to modify the /etc/shadow file, use 

vipw -s. To edit the contents of the /etc/group file where 

groups are defined, a similar command with the name vigr

exists.
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Using useradd

 The useradd utility is probably the most common tool on 

Linux for managing users. It allows you to add a user 

account from the command line by using many of its 

parameters. 

 Use, for instance, the command 

useradd -m -u 1201 -G sales,ops linda

to create a user linda who is a member of the groups sales 

and ops with UID 1201 and add a home directory to the 

user account as well.



30RHCSA DAY - 02

RHCSA

Home Directories

 All normal users will have a home directory. For people, the 
home directory is the directory where personal files can be 
stored. 

 For system accounts, the home directory often contains the 
working environment for the service account.

 If when creating user accounts you tell your server to add a home 
directory as well (for instance, by using useradd -m), the content 
of the “skeleton” directory is copied to the user home directory. 
The skeleton directory is /etc/skel, and it contains files that are 
copied to the user home directory at the moment this directory is 
created. These files will also get the appropriate permissions to 
ensure that the new user can use and access them.
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Managing User Properties

 For changing user properties, the same rules apply as for 

creating user accounts. You can either work directly in the 

configuration files using vipw or you can use command-line tools.

 The ultimate command-line utility for modifying user properties is 

usermod. It can be used to set all properties of users as stored in 

/etc/passwd and /etc/shadow, plus some additional tasks, such 

as managing group membership. 

 There is just one task it does not do well: setting passwords. 

Although usermod has an option -p that tells you to “use 

encrypted password for the new password,” it expects you to do 

the password encryption before adding the user account. That 

does not make it particularly useful. If as root you want to change 

the user password, you’d better use the passwd command.
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Configuration Files for User Management Defaults

 When working with tools as useradd, some default values 

are assumed. These default values are set in two 

configuration files: /etc/login.defs and 

/etc/default/useradd
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 In the file /etc/login.defs, different login-related variables 

are set. This file is used by different commands, and it 

relates to setting up the appropriate environment for new 

users. Here is a list of some of the most significant 

properties that can be set from /etc/login.defs:

Configuration Files for User Management Defaults
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Configuration Files for User Management Defaults
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Managing Password Properties

 You learned about the password properties that can be set in 
/etc/shadow. You can use two commands to change these 
properties for users: chage and passwd. 

 The commands are rather straightforward. For instance, the 
command passwd -n 30 -w 3 -x 90 linda sets the password for 
user linda to a minimal usage period of 30 days and an expiry 
after 90 days, where a warning is generated 3 days before 
expiry.

 Many of the tasks that can be accomplished with passwd can be 
done with chage also. For instance, use 
chage -E 2015-12-31 bob to have the account for user bob 
expire on December 31, 2015. 
To see current password management settings, use chage –l



36RHCSA DAY - 02

RHCSA

Managing Password Properties
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Creating a User Environment

 When a user logs in, an environment is created. The environment 
consists of some variables that determine how the user 
environment is used. One such variable, for instance, is $PATH, 
which defines a list of directories that should be searched when a 
user types a command. To construct the user environment, a few 
files play a role:

 When logging in, the files are read in this order, and variables 
and other settings that are defined in these files are applied. If a 
variable or setting occurs in more than one file, the last one wins.
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Exercise 6.2 Creating User Accounts
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Exercise 6.2 Creating User Accounts
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Understanding Linux Groups

 Linux users can be a member of two different kinds of 

groups. First, there is the primary group. Every user must 

be a member of a primary group and there is only one 

primary group. When creating files, the primary group 

becomes group owner of these files. 

 Users can also access all files their primary group has 

access to. The users primary group membership is defined 

in /etc/passwd; the group itself is stored in the /etc/group 

configuration file.
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Creating Groups with vigr

 With the vigr command, you open an editor interface 

directly on the /etc/group configuration file. 
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fields are used in /etc/group
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Using groupadd to Create Groups

 Another method to create new groups is by using the 

groupadd command. This command is easy to use. Just 

use groupadd followed by the name of the group you want 

to add. There are some advanced options, the only 

significant of them is -g, which allows you to specify a group 

ID when creating the group.
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Managing Group Properties

 To manage group properties, groupmod is available. You 

can use this command to change the name or group ID of 

the group, but it does not allow you to add group members. 

To do this, you use usermod. As discussed before, 

usermod -aG will add users to new groups that will be used 

as their secondary group. Because a group does not have 

many properties, it is quite common that group properties 

are managed directly in the /etc/group file by using the vigr

command.
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Exercise 6.3 Working with Groups
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Logging In Through an External Authentication 
Service
 When a user enters his login name and password, these 

are normally checked on the local server. If in your 

environment many servers are used, this approach is not 

the most convenient, and you might benefit from a 

centralized service that helps you managing users and 

groups. To provide such centralized authentication services, 

LDAP is a common solution.
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Understanding LDAP

 The Lightweight Directory Access Protocol (LDAP) was 
developed as a protocol to get information from an X.500 
directory service. This service was originally developed as 
an address book. Currently, LDAP has developed further 
into a service that can be used as a centralized 
authentication service.

 LDAP is an open standard, and many directory services are 
available that are using LDAP as their access protocol. 
Some common LDAP solutions are OpenLDAP, or the 
LDAP server that is integrated in the Red Hat Identity 
Management solution, which is also known as FreeIPA. For 
the RHCSA exam, you do not need to know how to set up 
an LDAP server yourself, but you do need to be able to set 
up a client for authentication on LDAP.
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Understanding LDAP
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Configuring RHEL 7 for LDAP Authentication
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Managing nslcd

 When you use authconfig-tui, the nslcd service is 

configured on your server to connect to the LDAP service. 

This service ensures that your local system will look beyond 

the local user information and get to LDAP. The nscld

service is using a configuration file with the name 

/etc/nslcd.conf. In this file, you find all relevant settings that 

are required to connect to LDAP. In Listing 6.7, you can see 

the contents of this configuration file.
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Managing nslcd
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Managing nslcd

 After configuring your server for LDAP authentication, use 

systemctl status nslcd to verify it is running. If it is not, 

check whether the sssd service is used instead, as 

described in the following subsection. 

 If the nslcd service is not running, and neither is sssd, you 

can start it using the systemctl start nslcd command. 

Once it is running, you can use the systemctl status nslcd

command for troubleshooting also. This command tells you 

exactly what is wrong if you receive an error when 

connecting to the LDAP server.
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Managing sssd

 If you have initialized the connection to the LDAP server 
using authconfig-gtk after making sure that the sssd service 
is installed, the configuration is written to sssd. The sssd
service integrates with the local authentication procedure 
and redirects all authentication requests to LDAP in that 
case.

 When sssd is used, you should check whether the service 
is running by using systemctl status sssd. If it is, you can 
check the configuration in /etc/sss/sssd.conf

 Normally, there should not be a need to modify the 
configuration in /etc/sssd/sssd conf directly because it is 
written by authconfig-gtk, but for verification purposes you 
might want to take a look anyway. You find all LDAP-related 
configuration lines in this file.
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Managing sssd
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Exercise 6.4 Connecting to an External LDAP 
Server
 This exercise assumes that you have installed an LDAP 

server as offered by FreeIPA. A complete lab environment 

is available for download at http://rhatcert.com. Make sure 

to register. 

 The lab environment is available as a free download for 

registered users only. All tasks described here are 

performed on your test server:
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Exercise 6.4 Connecting to an External LDAP 
Server
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Exercise 6.4 Connecting to an External LDAP 
Server
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Exercise 6.4 Connecting to an External LDAP 
Server
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Exercise 6.4 Connecting to an External LDAP 
Server



60RHCSA DAY - 02

RHCSA

Summary

 In this chapter, you learned how to create users and 

groups. You learned which configuration files are used to 

store users and groups, and you learned which properties

are used in these files. You also learned which utilities are 

available to manage user and group accounts.
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Define Key Terms

 Define the following key terms:

• user, 

• password, 

• GECOS, 

• group, 

• primary group, 

• secondary group, 

• privileged user, 

• unprivileged user, 

• root, 

• LDAP
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Lab 6.1
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Lab 6.2
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Chapter 7: 

Configuring Permissions
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Chapter 7 Objectives

 The following topics are covered in this chapter:
• Managing File Ownership

• Managing Basic Permissions

• Managing Advanced Permissions

• Managing ACLs

• Setting Default Permissions with umask

• Working with User Extended Attributes

 The following RHCSA exam objectives are covered in this 
chapter:
• List, set, and change standard UGO/rwx permissions

• Create and configure set-GID directories for collaboration

• Create and manage access control lists

• Diagnose and correct file permissions problems
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Managing File Ownership

 Before discussing permissions, you must know about the 

role of file and directory ownership. File and directory 

ownership is vital for working with permissions. In this 

section, you first learn how you can see ownership. Then 

you learn how to change user and group ownership for files 

and directories.
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Displaying Ownership

 On Linux, every file and every directory has two owners: a 

user and a group owner. These owners are set when a file 

or directory is created. On creation, the user who creates 

the file becomes the user owner, and the primary group of 

that user becomes the group owner. 
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Displaying Ownership
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Changing User Ownership
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Changing Group Ownership
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Changing Group Ownership
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Changing Group Ownership
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Understanding Default Ownership
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Understanding Default Ownership
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Managing Basic Permissions

 The Linux permissions system was invented in the 1970s. 

Because computing needs were limited in those years, the 

basic permission system that was created was rather 

limited. This basic permission system uses three 

permissions that can be applied to files and directories. In 

this section, you learn how the system works and how to 

modify these permissions.
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Understanding Read, Write, and Execute 
Permissions
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Applying Read, Write, and Execute 
Permissions
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Applying Read, Write, and Execute 
Permissions
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Applying Read, Write, and Execute 
Permissions
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Exercise 7.1 Managing Basic Permissions
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Setting Default Permissions with umask
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Setting Default Permissions with umask
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Setting Default Permissions with umask
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Summary

 In this chapter, you learned how to work with permissions. 

You read about the three basic permissions, the advanced 

permissions, and how to apply on the file system. 

 You also learned how to use the umask setting to apply 

default permissions. 
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Define Key Terms

 Define the following key terms:

• ownership

• permissions
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Chapter 8: 

Configuring Networking
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Chapter 8 Objectives

 The following topics are covered in this chapter:

• Networking Fundamentals

• Managing Network Addresses and Interfaces

• Validating Network Configuration

• Configuring Network Configuration with nmtui and nmcli

• Working on Network Configuration Files

• Setting Up Hostname and Name Resolution

 The following RHCSA exam objectives are covered in this 

chapter:

• Configure networking and hostname resolution statically or 

dynamically
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Networking Fundamentals
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Binary Notation
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MAC Addresses
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Protocol and Ports
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Managing Network Addresses and Interfaces
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Managing Network Addresses and Interfaces
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Validating Network Configuration
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Validating Network Configuration
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Validating Network Configuration
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Validating Network Configuration
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Validating Routing



99RHCSA DAY - 02

RHCSA

Validating the Availability of Ports and Services
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Validating the Availability of Ports and Services
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Exercise 8.2 Verifying Network Settings
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Configuring Network Configuration with nmtui
and nmcli
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Configuring the Network with nmcli
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Configuring the Network with nmtui
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Configuring the Network with nmtui
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Working on Network Configuration Files
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Working on Network Configuration Files
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Hostnames
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Hostnames
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Hostnames
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Hostnames
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Hostnames
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DNS Resolving
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DNS Resolving
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DNS Resolving
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Summary
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Define Key Terms

 Define the following key terms:

• ip, 

• ipv4, 

• ipv6, 

• protocol, 

• port, 

• subnet mask, 

• DNS, 

• DHCP, 

• connection, 

• interface,

• FQDN
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Lab 8.1
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Chapter 9: 

Process Management
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Chapter 9 Objectives

 The following topics are covered in this chapter:

• Introduction to Process Management

• Managing Shell Jobs

• Using Common Command-Line Tools for Process Management

• Using top to Manage Processes

 The following RHCSA exam objectives are covered in this 

chapter:

• Identify CPU/memory-intensive processes, adjust process priority with 

renice, and kill processes
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Introduction to Process Management
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Running Jobs in the Foreground and Background
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Running Jobs in the Foreground and Background
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Managing Shell Jobs
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Managing Shell Jobs
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Exercise 9.1 Managing jobs
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Exercise 9.1 Managing jobs
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Managing Parent Child Relations
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Common CLI Tools for Process Management
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Understanding Processes and Threads
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Understanding Processes and Threads
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Using ps to Get Process Information
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Using ps to Get Process Information
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Using ps to Get Process Information



135RHCSA DAY - 02

RHCSA

Using ps to Get Process Information
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Adjusting Process Priority with nice
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Adjusting Process Priority with nice
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Sending Signals to Processes with kill, killall, 
and pkill
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Sending Signals to Processes with kill, killall, 
and pkill
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Sending Signals to Processes with kill, killall, 
and pkill
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Exercise 9.2 Managing Processes from the CLI
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Define Key Terms

 Define the following key terms:

• job, 

• process, 

• background, 

• foreground, 

• nice, 

• kill, 

• signal, 

• PID, 

• thread
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Chapter 10 Objectives

 The following topics are covered in this chapter:

• Understanding RHEL 7 Virtualization

• Making Your Server a KVM Host

• Managing Virtual Machines

 The following RHCSA exam objectives are covered in this 

chapter:

• Access a virtual machine’s console

• Start and stop virtual machines

• Configure a physical machine to host virtual guests

• Install Red Hat Enterprise Linux systems as virtual guests

• Configure systems to launch virtual machines at boot
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Define Key Terms

 Define the following key terms:

• hypervisor, 

• KVM, 

• libvirt, 

• cloud, 

• openstack, 

• virsh, 

• virbr, 

• virtual bridge, 

• qemu
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